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Abstract 

Over the past decade, hybrid encryption techniques have gained 

prominence for their ability to combine the strengths of different 

cryptographic algorithms. This study presents a performance evaluation 

of four hybrid schemes RSA with AES, RSA with ChaCha20, ECC with 

AES, and ECC with ChaCha20 implemented in Java and tested for 

secure data transmission across cloud services, e-applications, and IoT 

platforms. Performance is assessed based on key generation time, 

encryption/decryption speed, and memory usage across various file 

types. The results indicate that ECC-based combinations significantly 

outperform RSA based methods, both in computational speed and 

resource efficiency. Among these, the hybrid ECC with ChaCha20 

algorithm demonstrates the fastest processing times and the lowest 

memory consumption, making it particularly suitable for mobile and 

embedded systems with limited resources. While ECC with AES offers 

comparable memory efficiency, its encryption speed is slightly lower. In 

contrast, RSA-based hybrids, though cryptographically secure, exhibit 

higher processing demands, rendering them less practical for high-

performance or real-time applications. The study underscores the 

advantages of leveraging ECC with modern stream ciphers such as 

ChaCha20 to achieve a balance between security and system efficiency. 

These insights offer valuable guidance for engineers and researchers 

developing secure communication systems in resource-sensitive 

environments.

  

1. Introduction 

In today’s digital world, information has become one of the most valuable assets and it is the primary goal to 

protect it globally. In today’s age of communication technologies, cloud computing, and online transactions, data 

is constantly sent over open and often insecure networks. This increasingly digital dependence has led to 
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cyberattacks, identity theft and unauthorized access that underscores the importance of ciphering to secure data 

security and privacy [1]. Ciphering, or encryption, is the process of converting readable information into 

unreadable material that is solely controlled by someone authorized to read it. The system has a tremendous 

defense against malicious activities by protecting confidentiality, integrity, authenticity, and non-repudiation of 

information [2]. As information systems evolve, so do the methods used by attackers, which has created an ongoing 

need to develop stronger and more efficient ciphering techniques. 

Different ciphering methods have emerged to meet various security and performance requirements. Symmetric 

encryption techniques, such as the Advanced Encryption Standard (AES), are efficient and suitable for large data 

volumes but require secure key sharing between users. On the other hand, asymmetric encryption techniques, such 

as Rivest–Shamir–Adleman (RSA), ChaCha20, and Elliptic Curve Cryptography (ECC), provide higher security 

for key management but are more computationally demanding. Each approach presents its own balance between 

speed, complexity, and security strength, highlighting the necessity of selecting the most appropriate technique 

based on the application context. Despite significant progress, ciphering still faces major challenges. The rapid 

increase in data size, real-time communication requirements, and the emergence of advanced technologies such as 

quantum computing threaten the effectiveness of existing cryptographic systems. Additionally, achieving both 

high performance and strong resistance to evolving attacks remains a difficult task. Therefore, continuous 

innovation in ciphering algorithms is essential to ensure sustainable data protection and maintain trust in modern 

digital communication systems [3]. Cryptographic algorithms can be divided into two categories. The first is 

asymmetric encryption, or public-key cryptography (PKC), which employs two keys: one for encryption and the 

other for decryption. The sender and receiver use these keys, respectively. Examples of PKC algorithms include 

RSA, ECC and ElGamal. Symmetric encryption is the second kind, in which the same key is used by the sender 

and the recipient for both encryption and decryption. Examples of symmetric ciphers include AES, Triple DES 

(3DES), and Data Encryption Standard (DES). In both cases, encrypted data remains confidential, ensuring the 

protection of user privacy [4]. There are different types of symmetric encryptions in cryptography: 

A. Block Ciphers: The digital encryption technology, namely block cipher, is one of the most important elements 

used to encrypt digital information. It has the task of encrypting and decrypting blocks of fixed-size data, with the 

length of a block being 64 or 128 bits. The information is secured in this process under the control of a secret key 

ensuring its confidentiality and integrity. 

B. Stream Cipher: Unlike the stream cipher, the block cipher works one bit or byte at a time resulting in the 

stream of the ciphertext and is used in real-time communication. Stream ciphers rely on a key stream, which is a 

pseudorandom sequence of bits created in the algorithm. Subsequently, the plaintext is used in conjunction with 

the key stream to yield the desired ciphertext [5]. 

The study involves designing and creating hybrid encryption algorithms based on AES with RSA, AES with 

ChaCha20, ECC with AES, and ECC with ChaCha20. Hybrid cryptography contains different cypher types usually 

determined by strength. The approach is to create a unique encryption key and then encrypt that key with the public 

key of the participant. To protect important original information and guarantee that it is unknown to any outside 

attackers until the recipient receives it, the encrypted key is transmitted to them together with the ciphertext. This 

algorithm's implementation allows it to handle data of any size while also adding various enhancements that raise 

the data's level of protection.  

The study provides a comprehensive performance analysis of four hybrid encryption methods RSA with 

ChaCha20, RSA with AES, ECC with ChaCha20 and ECC with AES using metrics such as key generation time, 

encryption time, decryption time, and memory usage. The key contributions are as follows: 

1.1. Comparative Analysis 

The study also compares encryption and decryption speeds in detail, memory consumption, and key generation 

times across the four hybrid encryption methods. This comparison highlights the trade-offs between each method 

regarding performance and resource efficiency, facilitating more informed decision-making for applications with 

varying security and resource demands. 
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1.2. Efficiency Insights 

The study identifies ECC with ChaCha20 as the most efficient method, with significant improvements in 

encryption speed and decryption speed. These findings underscore the importance of ECC-based methods for 

contexts where high-speed encryption and decryption are essential, making ECC with ChaCha20 especially 

appealing for applications prioritizing speed. 

1.3. Resource Utilization 

The study shows that ECC based techniques are memory efficient and for instance, an encryption process using 

ECC combined with AES requires only 14 MB of memory usage. In addition, since memory is an important factor 

in these types of scenarios, ECC with AES is very feasible for IoT devices and mobile applications. 

1.4. Balanced Performance 

It is shown that ECC-based methods are advantageous against those based on RSA in most of the cases, especially 

regarding decryption speed and memory requirements. Thus, ECC techniques are very efficient for applications 

where information must be processed quickly and resources must not be extensively consumed and they are 

appropriate for on-the-spot applications of data security. 

Overall, the findings contribute to the science of cryptograph by identifying optimal hybrid encryption schemes 

that balance speed, security, and resource utilization, offering a clear direction for implementing secure and 

efficient encryption across various real-world applications. 

2. Related Works 

Following the reviewed studies, recent research demonstrates a growing emphasis on hybrid cryptographic 

techniques that integrate symmetric and asymmetric algorithms to enhance data security. 

Ameta et al. [6] proposed a hybrid approach for image encryption that combines ECC with AES. Unlike traditional 

encryption methods, this approach utilizes different numbers of iterations in both ECC and AES techniques, 

enhancing the overall security and efficiency of the encryption process. As the demand for data protection 

continues to rise, their method addresses the urgent need for more secure data encryption solutions, offering 

improved resilience against potential attacks. Zou et al. [7] proposed a hybrid encryption algorithm that combines 

the AES with RSA algorithms for file encryption. They provided an overview of both AES with RSA to enhance 

the security of individual and business data, analyzing their strengths and limitations. The proposed hybrid 

encryption approach was shown to improve key functions related to data security, key management, and overall 

efficiency. This work demonstrates how the integration of AES and RSA can strengthen encryption processes 

while addressing key concerns such as security and performance. Zaineldeen et al. [8] introduced a novel hybrid 

encryption algorithm that combines AES and an enhanced homomorphic cryptosystem (EHC) to secure 

communication between the user and the server. The proposed technique outperforms AES-128 and DES 

algorithms in terms of security, throughput, memory utilization, and encryption/decryption duration. Their testing 

demonstrated that the hybrid approach achieves the fastest encryption and decryption times while significantly 

improving memory efficiency during these operations. 

Ganwani et al. [9] proposed a hybrid strategy that integrates the ChaCha20 symmetric encryption algorithm with 

RSA asymmetric encryption methods to enhance the security of digital data. Their approach combines the strengths 

of both algorithms, leveraging the speed and efficiency of ChaCha20 with the robust security of RSA. This hybrid 

strategy is designed to improve data confidentiality and security, especially in scenarios where data integrity and 

fast encryption/decryption times are crucial. Their work highlights the potential benefits of using ChaCha20 and 

RSA together for secure audio steganography. William et al. [10] proposed a hybrid approach that combines the 

AES symmetric algorithm, the ECC asymmetric algorithm, and the SHA256 hash function to enhance the security 

of both textual and pictorial content. This hybrid cryptographic method aims to provide a comprehensive security 

solution by integrating the encryption strength of AES, the key exchange benefits of ECC, and the integrity 

assurance provided by SHA256. Their study demonstrates the effectiveness of this combined approach in securing 

a wide range of data types, ensuring both confidentiality and data integrity. Yousif et al. [11] present a comparative 

analysis of RSA and El-Gamal encryption techniques to evaluate their effectiveness in securing speech files. The 

study aims to identify which encryption method offers superior performance and security for encrypting audio 
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data. By comparing the two algorithms, the research highlights their respective strengths and weaknesses in the 

context of speech data encryption and decryption, contributing valuable insights to the field of audio data security. 

Alhaj et al. [12] compare ECC with various cryptographic techniques, including RSA, AES, ChaCha20, and SHA-

256, emphasizing ECC's advantages such as its resistance to attacks and its efficiency in resource-constrained 

environments. Their study highlights the strengths of ECC in securing data transmission while maintaining low 

computational overhead, making it particularly suitable for environments with limited resources. ElRashidy et al. 

[13] propose an encryption algorithm that integrates ChaCha20 and AES, two robust cryptographic techniques. 

With a minor modification, ChaCha20 is employed for key scheduling and as a pseudo-random generator to create 

secure initialization vectors (IVs). This combined algorithm provides 256-bit security, offering strong protection 

against potential quantum adversaries and enhancing the overall security of data encryption. Magdum [14] presents 

an encryption model that combines AES-GCM, MultiFernet, and ChaCha20-Poly1305 for data encryption, with 

Fernet securing the encryption keys. The model introduces a randomized, round-robin method for encrypting 

segmented data, which enhances security by providing additional protection against side-channel attacks. This 

hybrid approach leverages the strengths of multiple cryptographic techniques to improve overall data security. A. 

Badhan et al. [15] proposed a hybrid cryptographic model combining AES, ECC, and LSB steganography for 

cloud data security. In their approach, the data is encrypted using AES with a 256-bit key, which is then encrypted 

using ECC. The ECC-encrypted key is subsequently embedded into the user's image using LSB steganography. 

This method facilitates secure key management and distribution, allowing users to share encrypted data by 

embedding the AES key into another user's image. Their system aims to enhance security posture and efficiency 

in key management for cloud data sharing applications. 

Table (1) summarizes the symmetric and asymmetric cryptographic algorithms used in previous studies, including 

the types of data, publication years, and references. This comparative overview provides a foundation for the 

hybrid approach developed in the present research. In contrast to previous works, this study systematically 

compares four hybrid models RSA with AES, RSA with ChaCha20, ECC with AES, and ECC with ChaCha20 

under identical conditions across multiple file types. Unlike earlier research focused on single combinations, it 

highlights the rarely examined ECC with ChaCha20 scheme, which demonstrates superior speed and memory 

efficiency. This broader comparative evaluation provides new insights and benchmarks for hybrid encryption 

performance in resource-limited environments. 

Table (1): Variations in Symmetric and Asymmetric Cryptography Algorithms Used in Previous Studies. 

No. Cipher Algorithm 
Varieties of 

Data Employed 
Year Ref. 

1 ECC, AES Binary image 2017 [6] 

2 RSA, AES File data 2020 [7] 

3 AES, EHC 
Communication 

data 
2020 [8] 

4 RSA, ChaCha20 Digital Data 2021 [9] 

5 AES with ECC and SHA-256 
Text and Image 

data 2022 [10] 

6 RSA, El-Gamal Audio Data 2023 [11] 

7 
ECC,RSA, AES, ChaCha20, 

and SHA-256 
File Data 2024 [12] 

8 ChaCha20,AES File Data 2024 [13] 

9 
AES-GCM, Multi Fernet, 

ChaCha20-Poly1305, Fernet 

Text files of 

variable sizes 
2023 [14] 

10 
AES with ECC with LSB 

Steganography 
Cloud Data 2025 [15] 



Iraqi Journal of Industrial Research, Vol. 12, No. 2 (2025) 

 

161 

 

To further aid the comparison, we have included Table (2), which benchmarks the security levels of the 

cryptographic techniques discussed. This table provides a structured overview of the key size, security strength, 

performance, and common use cases for each algorithm, allowing for a clearer understanding of their relative 

security characteristics.  

Table (2): Comparison for benchmarking security levels of cryptographic techniques. 

Algorithm Key Size Security Strength Performance Common Use Cases 

AES [16] 
128, 192, 

256 bits 

Strong, widely 

adopted 

High efficiency in 

both hardware and 

software 

Data encryption at rest 

and in transit 

RSA [17] 
2048, 3072, 

4096 bits 

Secure with large key 

sizes 

Slower; used for 

small data blocks 

Primarily for key 

exchange and digital 

signatures. 

ECC [18] 
256, 384, 

521 bits 

High; small key sizes 

for strong security 

Efficient, especially 

in resource-

constrained devices 

Secure communications 

and key exchange. 

ChaCha20 [19] 256 bits 
Strong, secure against 

known attacks 

Very fast in software, 

suitable for low-

power devices 

Best for lightweight and 

resource-constrained 

environments. 

3. Methodology  

The methodology employed in this study integrates rigorous theoretical cryptographic analysis with 

comprehensive experimental evaluation to assess the performance, security robustness, and resource efficiency of 

four fundamental encryption algorithms AES, RSA, ChaCha20, and ECC along with their corresponding hybrid 

configurations. The methodological framework is structured into two primary phases. In the first phase, each 

individual algorithm is examined in terms of its internal structure, key-generation process, and inherent 

cryptographic strength to establish a clear understanding of its operational characteristics. In the second phase, the 

algorithms are combined into four hybrid models (RSA with AES, RSA with ChaCha20, ECC with AES, and ECC 

with ChaCha20), which are systematically tested across multiple file formats and varying data sizes to evaluate 

key-generation time, encryption and decryption latency, and memory consumption. All implementations are 

executed within a controlled Java-based experimental environment to ensure accuracy, consistency, and 

reproducibility of results. This rigorous methodological approach provides a strong analytical foundation for 

comparing hybrid cryptographic systems and enables a precise evaluation of trade-offs between computational 

speed, memory efficiency, and security resilience in modern encryption frameworks. 

3.1. Advanced Encryption Standard 

AES is a symmetric block cipher algorithm designed to ensure secure and efficient data encryption. The data block 

length and key length of AES can be varied according to the requirement. Three key lengths 128, 192, and 256 

bits that translate into 10, 12, and 14 iterations are supported by the AES algorithm. Round transformations, 

iterations, and key expansion are the three main parts of the AES process. Three layers make up each round 

transformation: an add-round-key layer, a linear mixing layer, and a non-linear layer. Figure (1) depicts the AES 

encryption procedure [20, 21]. 
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Figure (1): AES encryption & decryption process. 

3.2. RSA 

Strong and easy to use, the RSA algorithm is one of the most popular asymmetric key cryptosystems for encryption 

and authentication. Meanwhile its conception, it has been widely adopted in numerous cryptographic applications, 

including email security, banking, e-commerce, and digital signatures across web operating systems, offering safe 

communication over the internet. The security of the RSA algorithm relies on the difficulty of factoring large 

integers into prime numbers. The three basic steps of the RSA process key generation, encryption, and decryption 

are discussed here in brief [11, 22, 23]. 

Key Generation 

➢ To find the modulus of 𝑛, take two large prime integers, 𝑝 and 𝑞, and use the formula 𝑛 =  𝑝 ×  𝑞.  

➢ Use the formula 𝜑(n)  =  (p −  1)  ×  (q −  1) to calculate 𝜑. 

➢ As the public exponent, choose an integer 𝑒 such that 𝐺𝐶𝐷 (𝑒, 𝜑 (𝑛))  =  1.  

➢ The most common divisor function between the two numbers is commonly referred to as GCD 

➢  Determine 𝑑, the private exponent, so that 𝑒 ×  𝑑 =  1 (𝑚𝑜𝑑 𝜑(𝑛)) , where 𝑚𝑜𝑑 symbolizes the modulus 

operation or the reminder following division 

Therefore, the public encryption key is represented by (𝑛,e) and the private decryption key by (𝑛, 𝑑). The 

algorithms focus on the two prime numbers. 

Encryption/Decryption Processes 

Let m represent for the encrypted message. The public key (n,e) is used to calculate the encrypted message c using 

the following formula: 

𝒄 = 𝒎𝒆𝒎𝒐𝒅 𝒏 (1) 

Using the private key (𝑛, 𝑑) and the following formula, the encrypted message c is decrypted in order to recover 

the original message m: 

𝒎 = 𝒄𝒅 𝒎𝒐𝒅 𝒏 (2) 
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3.3. Chacha20 

ChaCha20 is a stream cipher that operates with 20 rounds, a 512-bit block size, and a 256-bit secret key. It is 

constructed using an Add Rotate XOR (ARX) structure, where each round performs sixteen XOR operations, 

sixteen modular additions (mod 2³²), and sixteen rotation operations. The cipher employs a 4×4 state matrix 

consisting of sixteen 32-bit elements, which are generated and transformed through the Quarter Round Function 

(QRF) during encryption and decryption. During the encryption process, ChaCha20 produces a key stream by 

updating its internal state using predefined and dynamically changing initial values. This key stream is then 

combined with the plaintext through bitwise XOR operations to generate the ciphertext, ensuring secure data 

encryption. Stream cipher techniques like ChaCha20 are widely adopted because they efficiently provide data 

confidentiality while maintaining high performance and strong resistance to cryptographic attacks [12, 22, 24]. 

3.4. Elliptic Curve Cryptography  

ECC is a more sophisticated and secure alternative to public key cryptography, providing more safety per bit in 

contrast to other cryptographic methods presently in usage today. In mathematics, elliptic curves appear cubic 

curves that are topologically equivalent to tori. Elliptic curves are not directly connected to ellipses, despite their 

name. Their association with elliptic integrals is where the term "elliptic" comes from. The Weierstrass normal 

form of the standard elliptic curve in cryptography is described by the equation. 

                          𝒚𝟐 = 𝒙𝟑 + 𝒂𝒙 + 𝒃                   (3)  

Figure (2) illustrates how to define curves of this kind by altering the values of 𝑎 and 𝑏. The curve can be made to 

extend, compress, or split into two parts by changing these variables. Elliptic curves are commonly employed in 

cryptography with very large integer values for 𝑎 and 𝑏. There is a clear correlation between these variables and 

the final curve, as the variations in 𝑎 and 𝑏 have an impact on how the elliptic curve is visualized [12]. 

 

Figure (2): Simple elliptic curve visualization. 

3.5. Proposed Hybrid Encryption Framework 

The study total work flow is represented in Figure (3) showing the overall efficiency and implementation of the 

proposed hybrid encryption framework in that it incorporates several cryptographic algorithms for performance 

assessment. From these four fundamental algorithms, it comes to selection of four fundamental algorithms: AES, 

RSA, ChaCha20 and ECC. These algorithms are then combined in four hybrid schemes RSA with AES, RSA with 
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ChaCha20, ECC with AES, and ECC with ChaCha20 to obtain the performance of symmetric encryption for data 

confidentiality and robustness of asymmetric encryption for secure key exchange. Each hybrid model is tested for 

multiple formats and file sizes to test various file-types and formats, such as PDF, JPG, MP3, MP4, and PPTX. 

These experiments are compared against key generation time, encryption time, decryption time and memory usage 

to assess computational efficiency and resource consumption of the experimental results. The systematic 

methodology provided a complete framework for assessing the impact of speed, security, and memory 

performance on hybrid cryptographic systems, and reveals that combination ECCs including ECC with ChaCha20 

can be used best to optimally balance their combinations and are most suitable for secure and resource- constraint-

based cryptographic systems. 

 

Figure (3): Workflow of the Proposed Hybrid Encryption Framework. 

3.6. Security Analysis of the Hybrid Encryption Schemes 

To evaluate the security properties, brute-force resistance, and key-strength characteristics of the hybrid encryption 

schemes examined in this study. While earlier sections emphasized computational performance, a comprehensive 

assessment of hybrid cryptosystems also requires examining their theoretical resilience against modern different 

cryptographical attacks. The following subsections present a detailed characterization of the security guarantees 

provided by each algorithm and by the hybrid combinations used in this research. 

3.6.1. Brute-Force Resistance and Key Space Strength 

All hybrid encryption models implemented in this study derive security primarily from the infeasibility of 

exhaustive key searches. The selected cryptographic algorithms offer extensive key spaces that exceed known 

brute-force capabilities: 

➢ AES256 offers a key space of 2256, which is beyond reach even for state-sponsored adversaries with future 

exascale systems. No practical attack exists against full-round [25, 26]. 

➢ ChaCha20 is a 256-bit stream cipher using ARX (Addition Rotation XOR) operations. Its brute-force 

resistance equals that of AES256 but with better performance in constrained environments [27, 28]. 

➢ RSA2048/4096 relies on the hardness of integer factorization. Current classical algorithms require 

exponential time for factoring 2048-bit moduli, making brute-force impractical [26, 29]. 

➢ ECC256/384, based on the Elliptic Curve Discrete Logarithm Problem (ECDLP), provides equivalent or 

greater security than RSA at reduced key lengths [30]. 
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These properties collectively ensure high entropy in key generation and render brute-force key recovery 

infeasible under all current technological conditions. 

3.6.2. Cryptographic Structure and Resistance to Attacks 

The structural foundations of the selected algorithms provide inherent protection against known cryptanalytic 

attacks: 

➢ AES utilizes a substitution permutation network with strong S-boxes and key schedules, offering resistance 

to differential and linear attacks [26, 31]. 

➢ ChaCha20 eliminates S-boxes and lookup tables, minimizing timing and cache-based side-channel 

vulnerabilities [32]. 

➢ RSA remains secure against all attacks except integer factorization, which is computationally infeasible 

beyond 2048 bits [29]. 

➢ ECC resists quantum and classical attacks via ECDLP, with ECC256 comparable to RSA3072 in strength[33]. 

No practical cryptanalytic breakthroughs have been demonstrated against these algorithms when implemented 

correctly in hybrid configurations. 

3.6.3 Advantages of Hybrid Cryptography 

Hybrid encryption combines the speed of symmetric ciphers with the secure key exchange properties of 

asymmetric systems, delivering multiple security benefits: 

➢ Data Confidentiality: AES-256 with ChaCha20 protect the payload using high-entropy session keys [28]. 

➢ Secure Key Distribution: RSA and ECC safeguard session keys during transit, mitigating interception risks. 

➢ Forward Secrecy: ECC supports ephemeral key pairs, preserving confidentiality even if long-term keys are 

compromised. 

➢ Attack Surface Reduction: Well-architected hybrid systems defend against man-in-the-middle, replay, 

chosen-plaintext, and statistical attacks. 

Hybrid cryptography increases resilience by ensuring that the compromise of one layer does not collapse the entire 

system. 

4. Results and Discussion  

4.1. System Specification and Experimental Environment 

All encryption algorithms and hybrid frameworks were implemented and tested using the Java SE Development 

Kit (JDK 19) on a Windows 11 Pro 64-bit operating system. The performance evaluations were conducted on a 

laptop platform equipped with an Intel® Core™ i5-1165G7 CPU @ 2.80 GHz, 24 GB DDR4 RAM, and a 1024 

GB SSD. The Java Virtual Machine (JVM) heap size was configured with a maximum allocation of 4 GB to ensure 

stable memory usage during runtime. The system was operated under a controlled environment with minimal 

background processes to ensure reliable and reproducible performance metrics. Each hybrid encryption method 

(RSA with AES, RSA with ChaCha20, ECC with AES, and ECC with ChaCha20) was executed ten times for each 

file format and size, and the average values of key generation time, encryption time, decryption time, and memory 

usage were recorded for analysis. This detailed specification ensures that other researchers can replicate the 

experimental setup accurately and validate the comparative results presented in this study. The results confirm that 

ECC with ChaCha20 consistently achieves the fastest execution times and lowest memory footprint, validating its 

suitability for resource-constrained IoT and mobile environments. These findings are consistent with recent 

empirical research [22], which reported similar performance advantages of ECC with ChaCha20 on real IoT 

hardware. Future work will extend this validation to embedded platforms and dynamic network environments to 

further verify system scalability and robustness 

4.2. Comparative Performance of RSA and ChaCha20 

The comparative performance evaluation of RSA and ChaCha20 across multiple file formats (Table 3) reveals 

distinct performance variations influenced by file size and type. Larger files, such as MP4 (79,792 KB), recorded 
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the highest encryption (1,124 ms) and decryption (833 ms) times, accompanied by substantial memory utilization 

(89 MB and 158 MB, respectively). In contrast, smaller files, such as PDF (367 KB), achieved much faster 

encryption (408 ms) and decryption (33 ms) with minimal memory consumption. Statistical analysis shows that 

the average key generation time was 2,129.8 ms (± 781.23), encryption averaged 573.6 ms (± 309.05), and 

decryption 196 ms (± 357.42). The corresponding average memory usage for encryption and decryption was 38.6 

MB (± 30.53) and 33.8 MB (± 69.47), respectively. These deviations confirm consistent scalability across file 

formats and highlight that larger files tend to increase both computational time and memory demand. Overall, the 

findings indicate that ChaCha20 exhibits superior processing efficiency due to its lightweight stream-cipher 

architecture, which eliminates the complex substitution boxes and matrix transformations characteristic of block-

cipher systems such as AES with RSA-based hybrids. 

Table (3): Comparative Performance Evaluation of RSA and Chacha20 on Different File Formats. 

 

4.3. Comparative Performance Evaluation of RSA and AES 

The comparative performance evaluation of RSA and AES across multiple file formats (Table 4) reveals a clear 

relationship between file size and computational demand. Larger files, such as MP4 (79,792 KB), exhibited the 

highest encryption (978 ms) and decryption (1088 ms) times, alongside substantial memory utilization (75.26 MB 

and 77.92 MB). In contrast, smaller files like PDFs (367 KB) required minimal memory (< 2 MB) and achieved 

fast encryption (70 ms) and decryption (78 ms) times. 

On average, key generation time reached 2532.8 ms (± 467.30 ms), encryption time averaged 275.6 ms (± 394.13 

ms), and decryption 317.8 ms (± 431.98 ms). Mean memory consumption was 17.74 MB (± 32.23 MB) for 

encryption and 19.38 MB (± 32.90 MB) for decryption. These results confirm that while RSA introduces higher 

computational overhead, AES demonstrates greater stability, efficiency, and scalability across different file 

formats, particularly in managing memory utilization for both encryption and decryption operations. 

Table (4): Comparative Performance Evaluation of RSA and AES on Different File Formats. 

 

Types Size Key 

Generation 

Time(ms) 

Encryption 

Time(ms) 

Memory Used 

for Encryption 

(MB) 

Decryption 

Time(ms) 

Memory Used 

for Decryption 

(MB) 

PDF 

File 

367KB 2192 70 1.55 78 1.11 

JPG 9328 KB 2212 142 6.52 173 9.11 

MP3 7240KB 3334 125 4.41 139 7.07 

Mp4 79792KB 2426 978 75.26 1088 77.92 

PPTX 1743KB 2500 63 0.95 111 1.70 

 Average 2532.8 275.6 17.74 317.8 19.38 
 STD 467.30 394.13 32.23 431.98 32.90 

 

Types Size Key 

Generation 

Time(ms) 

Encryption 

Time(ms) 

Memory Used 

for Encryption 

(MB) 

Decryption 

Time(ms) 

Memory 

Used for 

Decryption 

(MB) 

PDF 

File 

367KB 1966 408 16 33 1 

JPG 9328 KB 3446 472 22 10 2 

MP3 7240KB 1349 457 20 88 7 

Mp4 79792KB 1985 1124 89 833 158 

PPTX 1743KB 1903 407 46 16 1 

 Average 2129.8 573.6 38.6 196 33.8 
 STD 781.23 309.05 30.53 357.42 69.47 
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4.4. Comparative Performance Evaluation of ECC and AES 

Table (5) presents the comparative performance evaluation of the ECC with AES hybrid encryption scheme across 

multiple file formats. Key generation times remained highly consistent, with an average of 739.6 ms (±20.27 ms 

STD), reflecting the algorithm’s stability. Encryption times ranged from 692 ms (PDF) to 774 ms (JPG), averaging 

732.6 ms (±34.91 ms STD). Memory usage during encryption varied more significantly, from 1 MB (PPTX) to 31 

MB (JPG), with an average of 14 MB (±13.20 MB STD). Decryption processes exhibited even greater efficiency, 

averaging 129.2 ms (±55.70 ms STD) and 14.6 MB (±10.72 MB STD) of memory consumption. These results 

confirm AES’s superior performance in symmetric encryption speed and resource efficiency, while ECC enhances 

key management and provides robust security with shorter key lengths. The low standard deviations in key 

generation and encryption times indicate high reliability and predictability of the ECC with AES hybrid model 

across diverse file types. 

Table (5): Comparative Performance Evaluation of ECC and AES on Different File Formats. 

Types Size 

Key 

Generation 

Time(ms) 

Encryption 

Time(ms) 

Memory Used 

for Encryption 

(MB) 

Decryption 

Time(ms) 

Memory 

Used for 

Decryption 

(MB) 

PDF 

File 
367KB 708 692 4 62 4 

JPG 9328 KB 748 774 31 194 30 

MP3 7240KB 727 769 23 189 21 

Mp4 79792KB 740 701 11 123 13 

PPTX 1743KB 775 727 1 78 5 

 Average 739.6 732.6 14 129.2 14.6 

 STD 20.27 34.91 13.20 55.70 10.72 

4.5. Comparative Performance Evaluation of ECC and ChaCha20  

The ECC with ChaCha20 hybrid encryption method (Table 6) demonstrated exceptional performance consistency 

and efficiency across all tested file formats. The average key generation time was 1335.2 ms, while encryption 

and decryption operations averaged 47.6 ms and 39.8 ms, respectively. In addition, this hybrid scheme exhibited 

the lowest memory footprint among all tested configurations 15.2 MB for encryption and 8.8 MB for decryption. 

The standard deviations (STD) for key generation 17.08 ms, encryption 27.19 ms, decryption 27.20 ms, and 

memory utilization (10.99 MB / 7.19 MB) indicate remarkably stable and predictable performance across diverse 

file types. These outcomes validate that ECC with ChaCha20 achieves an optimal balance between computational 

speed and memory efficiency. This superiority stems from ChaCha20 lightweight ARX (Addition Rotation XOR) 

operations combined with ECC’s compact key architecture, which collectively minimize both computational 

overhead and memory access frequency. Consequently, the ECC with ChaCha20 hybrid configuration is highly 

suitable for constrained environments, including IoT, embedded, and mobile systems, where processing power 

and memory resources are inherently limited. 

Table (6): Comparative Performance Evaluation of ECC and ChaCha20 on Different File Formats. 

Types Size 

Key 

Generation 

Time(ms) 

Encryption 

Time(ms) 

Memory Used 

for Encryption 

(MB) 

Decryption 

Time(ms) 

Memory Used 

for Decryption 

(MB) 

PDF 

File 
367KB 1329 16 4 9 1 

JPG 9328 KB 1347 81 30 75 18 

MP3 7240KB 1354 67 21 57 14 

Mp4 79792KB 1336 48 16 40 8 

PPTX 1743KB 1310 26 5 18 3 

 Average 1335.2 47.6 15.2 39.8 8.8 

 STD 17.08 27.19 10.99 27.20 7.19 
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4.6 Comparative Evaluation of Hybrid Methods 

The performance analysis of various hybrid encryption methods, which combine ECC, RSA, AES, and ChaCha20, 

reveals distinct advantages and trade-offs in key generation time, encryption speed, and memory usage. As shown 

in Table (7), RSA-based hybrids have longer key generation times, with RSA and AES taking the most time 

(2532.8 ms). In contrast, ECC-based hybrids, particularly ECC with ChaCha20, demonstrate significantly faster 

key generation times (739.6 ms and 1335.2 ms, respectively). Encryption speeds vary, with ECC and ChaCha20 

providing the fastest encryption (47.6 ms), while RSA with AES hybrids are slower. ECC and ChaCha20 

combinations also use the least memory for both encryption and decryption. These results suggest that ECC-based 

hybrids, especially those using ChaCha20, offer superior efficiency in terms of both speed and memory usage, 

making them a better fit for resource-constrained environments compared to RSA-based methods. 

Table (7): Performance Analysis of Hybrid Encryption Methods: ECC with ChaCha20, RSA, and AES. 

Encryption Method 

Key 

Generation 

Time(ms) 

Encryption 

Time(ms) 

Memory Used 

for 

Encrption(MB) 

Decryption 

Time(ms) 

Memory 

Used for 

Decryption 

(MB) 

Hybrid Encryption RSA and 

Chacha20 
2129.8 573.6 38.6 196 33.8 

Hybrid Encryption RSA and 

AES 
2532.8 275.6 17.74 317.8 19.38 

Hybrid Encryption ECC and 

Chacha20 
1335.2 47.6 15.2 39.8 8.8 

Hybrid Encryption ECC and 

AES 739.6 732.6 14 129.2 14.6 

 

4.7. Analysis of Memory Utilization 

The analysis of memory requirement for hybrid encryption techniques performed in this work, as shown in Figure 

(4) comparison of memory usage for hybrid encryption Techniques, shows some noticeable variation in 

performance. The Hybrid Encryption ECC with ChaCha20 took the biggest share at 19.38MB of encryption 

memory and 17.74MB of decryption memory. On the contrary, hybrid encryption made use of the RSA with AES 

combinations with the lowest memory usage of 8.8MB for encryption and 15.2MB for decryption. 

Similarly, hybrid encryption ECC with AES were performing at about the same level with these two techniques 

requiring about 14 megabytes on each round of decryption and encoding. Finally, there are those techniques in 

which the RSA with ChaCha20 method was invoked and clearly the memory use was always Apostolic even 

higher than most averaging at 38.6 megabytes for the decryption process. An insight into this analysis provides a 

critical view of the duality of use of encryption and the memory space amongst the different hybrid methods used. 

4.8. Performance of ECC and ChaCha20 Hybrid Encryption 

The outstanding performance of the ECC with ChaCha20 hybrid encryption method in terms of encryption speed 

and memory utilization is primarily due to ChaCha20's lightweight ARX (Addition Rotation XOR) operations. 

These operations are computationally efficient and avoid the complex substitution-permutation processes typical 

of block ciphers like AES with RSA. As a result, ChaCha20 offers superior processing efficiency, especially in 

resource-constrained environments such as mobile devices and IoT systems. 

This efficiency is evident in the experimental results presented in this study, where ECC with ChaCha20 

consistently outperformed the other hybrid methods (RSA with AES, RSA with ChaCha20, ECC with AES) in 

both encryption/decryption times and memory consumption. On average, ECC with ChaCha20 achieved 

encryption times of 47.6 ms and decryption times of 39.8 ms, with a memory consumption of just 15.2 MB for 

encryption and 8.8 MB for decryption. These results, combined with the low standard deviations in encryption 

times and memory usage, highlight the method’s stability and reliability across different file formats. 
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In contrast, RSA-based hybrids exhibited higher key generation times and greater memory requirements, 

indicating that while RSA offers robust cryptographic security, it is less practical for high-performance or real-

time applications compared to ECC-based hybrids. The ECC with AES hybrid, while offering comparable memory 

efficiency, still lagged behind ECC and ChaCha20 in encryption speed. 

Previous studies have shown that the ECC with ChaCha20 hybrid encryption demonstrates superior performance 

in medical IoT applications due to its lightweight ARX (Addition Rotation XOR) operations and efficient key 

management. It achieves faster encryption and decryption times with lower memory consumption compared to 

AES- and RSA-based systems [22]. 

 
Figure (4): Comparison of Memory Usage for Hybrid Encryption Methods. 

 5. Conclusions 

The research presented a comprehensive comparative analysis of four hybrid encryption schemes RSA with AES, 

RSA with ChaCha20, ECC with AES, and ECC with ChaCha20 implemented and evaluated in terms of key 

generation time, encryption/decryption speed, and memory utilization across multiple file types and sizes. The 

findings established a clear performance hierarchy among these combinations, offering valuable insights into 

designing secure and resource-efficient cryptographic systems. 

The results indicate that ECC-based hybrid algorithms consistently outperform RSA-based ones, particularly in 

computational speed and memory efficiency. Among all configurations, ECC with ChaCha20 achieved the highest 

overall performance, with an average encryption time of 47.6 ms and decryption time of 39.8 ms, alongside the 

lowest memory footprint. This exceptional efficiency results from ECC’s compact key structure combined with 

ChaCha20’s lightweight arithmetic operations, making this hybrid particularly suitable for mobile, IoT, and 

embedded environments where computational and memory resources are limited. 

Conversely, RSA with AES and RSA with ChaCha20 exhibited higher key generation times and memory demands, 

restricting their applicability to high-resource or legacy systems requiring RSA compatibility. The ECC and AES 

hybrid demonstrated balanced performance, achieving the fastest key generation (739.6 ms) and moderate 

encryption/decryption speeds, suggesting its practicality for systems emphasizing secure key exchange with 

moderate computational load. 

Overall, the study demonstrates that integrating ECC with modern symmetric ciphers like ChaCha20 provides an 

optimal balance between security strength, speed, and resource efficiency, positioning ECC with ChaCha20 as a 

leading candidate for next-generation hybrid cryptosystems. 
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Although this study provides a comprehensive software-based experimental evaluation of hybrid encryption 

schemes (RSA with AES, RSA with ChaCha20, ECC with AES, and ECC and ChaCha20), further empirical 

validation on hardware and real-network environments is recommended. Future work will focus on implementing 

ECC with ChaCha20 and ECC with AES hybrids on embedded and IoT platforms to assess real-world system 

performance, security resilience, and energy efficiency. 

Future research will focus on: 

➢ Hardware-based implementations and real-time testing on IoT and embedded platforms to assess energy 

efficiency and operational stability. 

➢ Extending the hybrid framework with post-quantum algorithms to evaluate resilience against quantum 

computing–based attacks. 

➢ Conducting large-scale network simulations to analyze latency, throughput, and interoperability across diverse 

communication protocols. 

These advancements will contribute to the development of high-performance, secure, and scalable encryption 

frameworks adaptable to the evolving landscape of digital communication and data protection. 
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